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The growth of internet use has created more cybersecurity risks, making existing
security systems less effective against new types of attacks. This research presents
a comprehensive evaluation of machine learning approaches for network intrusion
detection using the CICIDS2017 dataset containing diverse attack scenarios. We
implement an advanced feature selection methodology combining Mutual Informa-
tion with Random Forest Regressor analysis to optimize detection capabilities. This
project helps in demonstrating strong performance in identifying both known and
novel zero-day attack patterns while maintaining operational efficiency. Experimen-
tal results validate the effectiveness of these methods, with Decision Trees achieving
95.256 % accuracy, K-Nearest Neighbors 98.09 %, Random Forest 90.70.%, and
Support Vector Machines 83.25 %. These findings establish machine learning as a
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